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Pinnacle Education, Inc. – WMCB
Section 5 – Safe Research

[bookmark: _GoBack] Internet Safety
During orientation students are counseled on internet safety.  The Internet allows students to access a vast library of information a resources.  It also provides a creative outlet for students skilled in writing, art, music, science, math and other topics.  However we at Pinnacle Education students that not all Internet information is valid or appropriate.  We teach students how to maximize the Internet’s potential while protecting themselves.  The critical thinking skills and self-reflection should be applied to Internet resources and web searching.  We counsel students on whom to contact and what to do when they encounter a person of site on the Internet that is offensive or threatening.  Both students a parents are encouraged to be responsible “netizens” and to report illegal communications and activities to the Internet Service Provider and law enforcement.  
Internet messages and the people who send them are not always who and what they say they are. Students are told that people in chat rooms, instant message “buddies,” or those who visit a blog may not be who they appear to be. Students need to recognize when someone is potentially dangerous.  Students are told they need to realize when an Internet encounter may be questionable and how to protect themselves when this occurs.  Also that E-mail can cause malicious code infection problems for a computer or network. Students should not open e-mail or attachments from unknown sources.  Students also need to know which information is safe to share with others online, which should never be shared, and why sharing it could put them at risk. Students are told to never should reveal online any information about where they live or that they attend school online.  Students are further told to be aware that their electronic messages, even those with known friends, can leave electronic footprints that can be misused by others.

Predators and cyberbullies anonymously use the Internet to manipulate students. Students are counseled on how to avoid dangerous situations and get adult help.  Students are informed that bullies use Internet tools, such as Social media, to harass or spread false rumors about students. Students are told how to seek proper help in these potentially dangerous situations.  Students are also told that posting personal information and pictures can allow predators to contact and begin grooming them for illegal meetings and actions. Personal photos can be easily misused when posted online.  Finally students are informed to verify whether a file download is legal and free of viruses.  For student protection, the messaging capabilities within the system only allow for teacher to student contact.  Students cannot communicate with each other in the system.  

Other things student are counseled on include:
· Do not share your password with anyone. When you use a public computer make sure you logout of the accounts you have accessed before leaving the terminal.
· Do not buy anything online without talking to your parents first. Some ads may try to trick you by offering free things or telling you that you have won something as a way of collecting your personal information.
· Never open an attachment from someone you don’t know. Attachments sometimes contain viruses or spyware.
· Do not send or respond to mean or insulting messages. Do not type in all caps (this means you are yelling). Tell your parents or an instructor if you receive one. If something happens online
· Never respond to an email that informs you that your account has been hacked or that you need to reset your password. Many emails will bring you to a webpage that looks almost identical to the website that you use – the URL will be different. Report anything suspicious to your parents or an instructor.
· Report immediately to an instructor any message or request that you receive that bothers you or that suggests personal contact with you.

Research Requirements
Students are encouraged to use resources such as encyclopedia sites (never Wikipedia), newspaper sites, online libraries, thesauruses and dictionaries.  Many of the lessons and assignments will have links built in to take them to the site from which to do the research.  Students may take it upon themselves to seek out other sources of information for their research.  However, after keeping in mind the safety rules listed above and using the critical thinking skills that they have been taught, student will need to evaluate a website for timeliness, bias, reliability and validity.  
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