Section 4 – Safeguards

Describe the availability of an intranet or private network to safeguard pupils against predatory and pornographic elements of the internet. 
The provision of Learning Management Systems (LMS) and Content Delivery Systems (CDS) that ensure user security through password protected access are described.

LEOA ensures safety and security through their partnership with e2020, which adheres to the Children's Online Privacy Protection Act of 1998 (COPPA) and the guidelines of the Children's Advertising Review Unit (CARU) of the Council of Better Business Bureaus, Inc.  Student information is only accessible by the LEOA teachers and administrators that have authenticated computers and are authorized users.  Additionally, logins and passwords are required to access data once a computer has been authenticated. The designated program administrator determines who has access and the level of access to data, decision-making, and customizing for each authorized user. These features: prevent students from accessing administrative functions even with a stolen login and password; prevent teachers from making unauthorized changes to courses and data; prevent unauthorized changes at schools or in classrooms without district approval; and prevent access to private student data by unauthorized individuals.
All Virtual Classroom student data is stored on e2020 Microsoft SQL servers with no direct connection to the internet.  Access to these servers can only be attained by connection within the e2020 building by authorized system engineers. The e2020 collocation facility housing all servers is safeguarded by pass code and retinal scan security so that only authorized IT members of e2020 staff can access hardware.
The  type and quantity of external links used in the course content are described. 

[bookmark: _GoBack]Online resources are selected to reinforce each lesson.  Web content provides rich media for the purpose of reading comprehension, research opportunities, online practice sessions, online videos, as well as the myriad of other content provided through the internet.  Each site is carefully selected by e2020 teachers during the curriculum development process utilizing resources such as Net Trekker to screen sites and to identify resources.  These websites have been evaluated for their instructional content and relationship to the core instruction in the lesson.  These are only accessible via the e2020 White List.  Students cannot link beyond these specific vetted sites. 
A means for students to identify and report problems with external links: Sites are tested through an automated process on a daily basis to verify availability.  If an issue is discovered, it is immediately processed by e2020 curriculum staff members to determine a resolution.  If it is determined that the site is not functional, a replacement site containing similar content is immediately identified.  The replacement site will be uploaded and become live upon update of the e2020 system. If a student or teacher identifies issues with a site, an internal email can be sent through the LEOA platform to e2020. This important communication is addressed immediately and a response is sent to the student/teacher initiator to document action taken.
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